QUOCCABANK

Vulnerability Report 2

Simon Nquyen [ Gz
Haibing |
Fe i |




Table of Contents

Table of CONLENTS........uieiiiiiiiiitiinttntctecere s e ssssssssssssessnssssae 1
EXE@CULIVE SUMMIAIY...cciiiiiieiiiiieeitieieetttesnsnesttesssssssssssssessssssssssssesssssssssssssssssssessssnssssens 4
SUMMArY Of RESUILS.......cciiiiiiiiiiiiitiietncecteneencnaetsseerssese e st sessesesssessssassssssnssssssnsnes 4
R T 1 = 1 5
THreat AZENT FACLOTS. ..ottt sttt sttt 5
VUINEIabIlity FACLOIS..cuiiiieieeieeeee ettt 5
Technical IMPAaCt FACTOIS. ..o 6
BUSINESS IMPACE FACLOIS....ciiiiiiieieeeeeeeete et s 6
RESUIES ..ottt aesssse s s e s sssessssessssessssesssessssesssssssssenns 8

CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site
SOEIPTINE'). ettt sttt st s bt b et e s bt et e s ae e b e s st e s bt et e e st e sae et e sseenae et e sneenbenaee 8
INSTANCES. ..ttt sttt sb e st s e bbbt e b sab e reeeareene 9
NI 18 o Yalat= 1 9
REPIOAUCTION. ....itititecteeeeetet ettt sa st e bebenbesaesbeee 9
OWASP RISK RALING. ...ttt sttt sbe e s 10
REMEAIATION. ...ttt 10
REPOIMT V2.t sttt e sb et 10
REPIOAUCTION.....itiieiececee ettt b e besbesbesbesaes 11
OWASP RISK RALING...cueiuiiiiiieieieniesie sttt ettt s st sbe b s 11
REMEAIATION. ...ttt 12
SCIENECE TOUAY 2.ttt sttt sttt ettt ettt et ae b saesbesbesbeebeeneas 12
REPIOAUCTION.....iiiiiciecieceeter ettt e s e sbesbesbesaas 12
OWASP RISK RALING...cutiuiiiiieieieriesiesiesie sttt st st sb s s 13
REMEAIATION. ...ttt 13
SUPPOIT V2.t sttt ettt s e b e s sbe b 14
REPIOAUCTION.....itiiiiecieeeet ettt et et e s e b b sbesaes 14
OWASP RISK RATING...cueiuiiiiieieieriesiese ettt ettt st sb e sbe s 15
REMEAIATION. c..etititee ettt 15

CWE-113: Improper Neutralisation of CRLF Sequences in HTTP Headers ('HTTP

ReqUESt/RESPONSE SPILLING')...coviririeieeiieeeeee ettt 16
[NSTANCES. ..ttt ettt st b et b e b e s bt b sab e bt et ebe b eae 16
(0= 0T ] o SO OO P TP PRRROPIOPRRPRPTOPPRRPION 16
REPIOAUCTION.....iiiiiiecieeet ettt et be b aes 16
OWASP RISK RAETING...cueiuteiieieieieiesiesieste sttt s 18



E— ]
CWE-352: Cross-Site Request FOrgery (CSRF)... .ottt 20
NS TANCES. ..ttt st e sb e st e b e st e b e s ab e s b e e s ar e e b e st e bt e s aneeneenarens 20
LAY O TS ettt ettt b bbb 20
REPIOAUCTION....eiuiiiiieeeet ettt 20

OWASP RISK RATING...ccueiiiieiiieieiesiesiesie st ae e s sse s ssessesbesbessessesneens 21
REMEAIATION. c..ciiiiiiieee ettt ettt b e 21

CWE-472: External Control of Assumed-Immutable Web Parameter.........cccocveveeveneennnne 23
NS TANCES. .ttt sttt sttt s bt e be e st e b e e st e e be e st e ba e s ate e beesabeebeenarean 23
CHIENES Tttt sttt s b e st e st e st e e seeseesesseeneesaessensensensenes 23
REPIOAUCTION.....iuiiiiieieeet ettt ettt be b aes 23

OWASP RISK RALING...cueiuieiiiieieieiesie ettt s 24

(=] g a]=Te [ =Y u o] o FOS OO PURRPUSRRPRRPROO 25

CWE-434: Unrestricted Upload of File with Dangerous TYPe.......cccevvevverierierienenenenenennes 26
PrOTHE VT ettt sttt sttt ettt et e b e b e ae b e 26
REPIOAUCTION. ...ttt ettt 26

OWASP RISK RAETING...cueeueeiieieieieiesesiestestestest ettt 27
REMEAIATION. .. ittt sttt nae b naes 27

CWE-646: Reliance on File Name or Extension of Externally-Supplied File........................ 28
NSEANCES. .. ettt ettt sttt e s e e s abe e e st e e s s te e sbteesabeeesssaeesabaeeesbeeesbaeenabaesnrbaesan 28
PrOTIHE V2.t ettt et st s b et e be b e se e e e s e e et ensebesbesbenee 28
REPIOAUCTION.....itiieiececee ettt b e besbesbesbesaes 28

OWASP RISK RALING...cvtiuiiiiieieieniesiesesie sttt sttt ettt st s s st sbe b s 29

(U= g a]=Te [ =Y u o] o FOS RS RRPSRRPRRPROO 29

CWE-180: Incorrect Behaviour Order: Validate Before Canonicalize........ccccocvevvevievieniennens 30
NS TANCES. ..ttt ettt ettt st et s e bt e sab e e b e s a b e e beesab e e ba e st e beesabeebeenarenn 30
CHIENTES 2.ttt sttt b bbbt b b et e et e e ettt et e benes 30
REPIOAUCTION. ...ttt ettt 30

OWASP RISK RAETING..cueeueeiienieieieiesienestestestest ettt 31
REMEAIATION. .. ittt ettt a et be b b naas 31

CWE-85: Doubled Character XSS Manipulations........cocoveririreninininieieieeeeiesesee e 32
[NSEANCES. .. ettt ettt et s bt e e s abe e s st e e s s te e s bteesabeeesbaeeebaeeesbeeesbaeenabeesnntaesan 32
SCIENCE TOAAY QUETY.c..iiuiitiieeeieeieeitetete ettt sttt b ettt et se e senaesaesbenae s 32
REPIOAUCTION.....itiiiiecieeeet ettt et et e s e b b sbesaes 32

OWASP RISK RALING...c.ueiiiiiiiieieieriesiesie sttt sttt st bbb s 33

(U= g a]=Te [ =Y u o] o FOS TP RRPSRRPRPR 33

CWE-656: Reliance on Security Through OBSCUIItY......coceveririeiiieiieeeeeeeneseeee 34
NS TANCES. ..ttt ettt ettt s e b e sab e e bt e s a b e e be e st e e aeesateebeesateebeenarenn 34
REIAX UNIOCKS......ieiieiieiieieeee ettt sttt nee 34

REPIOAUCTION. ..ottt ettt 34



E— ]
OWASP RISK RAING....cueeuietiieieiiriceriesieteiere ettt ettt 35
REMEAIATION. ..ttt 35
CWE-184: Incomplete List of Disallowed INPULS.......ccccoeveriririniiieeeeeeee e 36
[NSTANCES. ..ttt st b et b e b et s bt b sab e bt et e s bt b eae 36
ENZINEEOIING .ttt sttt ettt st e et sabe e bt e sabe s beesaneenbeesaneens 36
REPIOAUCTION.....iiiieiiiecieet ettt ettt sbebes 36
OWASP RISK RALING...cueiutiiiiieieieiesiese ettt st s s s 37
REMEAIATION. ...ttt 37
CWE-1395: Dependency on Vulnerable Third-Party Component..........ccocvevvevienienieneniennens 38
[NSTANCES. ..ttt b e s 38
1] o L3RRt 38
REPIOAUCTION. ...ttt 38
OWASP RISK RAING....cueeuirtiieiriiiciriesetnesetsese ettt st 39
REMEAIATION. ..ttt 40

CWE-362: Concurrent Execution using Shared Resource with Improper Synchronization
("RACE CONAITION) ettt ettt ettt et b st b et be bt b et ebenn e 41
[NSTANCES. ..ttt sttt st s eb e st s b e s b s s aa e e b s b b e sare s 41
RelaX iN-apP PUICNASES. ..ottt 41
REPIOAUCTION.....etiieciecieceeee ettt e st e sesbesbesbesaes 41
OWASP RISK RALING. ...ttt sttt ettt sbe e s 43
REMEAIATION. ...ttt 44
L€ [T TN 45
(2] =T =T Lol 45
APPENAIX . cieeeiiiiiinneiiiiiinetiieissettieisssssteesssssssssesssssssssssssssssssssssssassssssssssssssssssssssssssssssasssss 46



